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Metacognitive Objectives

By the end of the C@CM course students will be able to:

1. use online resources effectively to support their learning
2. assess their capabilities (in information literacy, computer security, and software tools) relative to stated objectives 
3. recognize which study strategies would be appropriate in particular situations
Information Literacy Objectives

Navigating the Library Website

Locate useful tools and resources on the library website, including:

· VPN

· Catalog

· List of data bases (A to Z and by subject)

· E-reserves (Course Reserves)

· Ask a librarian  (Ask Andy)

Understanding the Information Universe

Distinguish differences in the structure of the Web and academic databases, and identify effective ways to use each. 

· Compare the Web to Databases in terms of: 

· quantity of information 

· selectivity

· open or restricted access

· percentage of academic content.

· Explain how you would use Web and Database resources for specific purposes, including: 

· getting started and exploring a topic

· finding back ground information

· finding specific facts

· finding journal articles in a field

· finding older materials

· finding books.

Conducting Searches

Search effectively for information on the Web and in academic databases. 

· Identify preliminary search terms

· Refine search terms (e.g., thesaurus for alternative wording)

· Conduct a simple search

· Conduct an advanced search 

· Use Boolean operators to narrow a search

· Use Boolean operators to broaden a search

· Find full-text resources.

· Identify strategies for finding sources if full-text versions are not available.

· Differentiate appropriate strategies for web searches vs academic data base searches

Evaluating Sources

Critically evaluate sources:

· Identify information in Web and academic sources pertaining to:
· Authorship
· Currency
· Scope
· Purpose
· Professionalism
· Evaluate and select sources in relation to particular research goals and objectives, recognizing that all sources have biases and limitations.
Citing Sources

Identify reasons, contexts, and formats for appropriately citing sources.

· Identify reasons for using citations in academic writing, such as: 

· giving credit

· allowing for verification and follow-up

· communicating to reader where ideas and quotes come from

· Recognize when citing sources is and is not warranted.
· Identify some reasons that citation conventions vary by field, and identify two dominant styles (APA and MLA).

· Identify ways to determine appropriate citation conventions (ask instructor, consult disciplinary sources, consult manuals of style).
ISO (Secure Computing and Digital Citizenship)

At the end of the secure computing section, students will be able to:

1. Identify sources of computing governance on campus
2. Define key security terms  used in campus alerts and security information 
3. Explain information in terms of Confidentiality, Integrity and Availability (CIA)
4. Explain how techniques learned in this unit effect (influence, protect, uphold?) the CIA of information
5. Identify sources  for computing resources and incidents 
6. Identify (ambiguous? Personal) role for safety and security as responsible digital  citizens 
7. Identify range of sanctions for the misuse of computing resources
8. Correctly characterize Carnegie Mellon’s network and security environment , and identify their personal responsibilities for security 
9. Demonstrate effective(unpack effective?) use of various security tools ( e.g. system patches, updates, antivirus)
10. Distinguish between appropriate and inappropriate use of computing resources on campus
11. Identify security risks and match security controls to threats (e.g. AV, filing spam, checking alerts)
12. Identify (or perhaps use?) basic steps they can take to protect themselves and their assets from security threats 
13. Define key security principles and describe how the university implements these principles as they relate to system users 
14. Match the currently licensed software on campus to its purpose (e.g. Identity finder)
	Topic
	Enabling/Sub Learning Outcome

	Computing Policy
	1. Understand the appropriate use of computing resources

2. Identify their role as responsible users of computing resources

3. Identify institution policies that governs the use of computing resources

4. Recognize the inappropriate behavior when using the computing resources, and understand what dictates that on campus

5. Relate the campus policies to the penalties for the misuse of computing resources

	Copyright Policy & File Sharing
	1. Understand the copyright policy in relationship to the use of File Sharing

2. Define P2P and identify inappropriate use of file sharing technology as it relates to copyright law

3. Understand the DMCA (Digital Millennium Copyright Act) and the Higher Education Copyright Act 

4. Identify the penalties for being the target of a DMCA notice

5. Identify File Sharing legal alternatives

	Information Security Policy
	1. Identify scenarios where the Information Security Policy is applicable to students (e..g work study)



	Computing related guidelines
	1. Identify the guidelines of data protection as a form of implementing the Information Security Policy 

2. Apply Carnegie Mellon guidelines when setting a secure password 

3. Know where to get information on computing services guidelines

4. Understand which computing services guidelines they are advised to follow

	Safe Computing
	1. Demonstrate an understanding of what constitute a strong password

2. Formulate a strong password

3. Identify the risks of not using a strong password

4. Define what constitutes Personally Identifiable Information (PII) data

5. Identify how to maintain the confidentiality and integrity of their PII data and account

6. Understand the importance of protecting their privacy and the privacy of others

7. Understand what safe browsing entails 

	Understand the risks

· What’s at stake

· Malware that includes (viruses, worms, Trojans, Spyware, adware, keyloggers, botnets and rootkits)

· Attachments and Email Attachment in particular 

· Phishing and Social Engineering

· Identity Theft
	1. Demonstrate understanding  of the risks associated with compromised PII data 

2. Identify various security threats (malware, spyware)

3. Understand the difference between a virus and a spyware

4. Identify various types of malware (virus, Trojan, worm)

5. Know what security software and tools are available for students to install and use 

6. Apply necessary steps to install and update antivirus software with the latest definitions

7. Locate information on how to use security tools and updates on computing services website

8. Identify basic steps to protect against security threats

9. Apply basic logic to determine whether an attachment is safe to open

10. Identify the characteristics of a phishing email

11. Define Social Engineering and recognize various types of Social Engineering attacks

12. Understand how does the Identity Theft occur

13. Know what steps they can take to protect their identity

14. Know what actions they can take if their identity got stolen

15. Understand the Security Data Breach Notification Act and how the law protects their PII data



	System Configuration, update, upgrade
	1. Identify basic steps they can take to secure their computer

2. Know where to get information on updating and upgrading their systems

3. Know how to use the password protected screen saver

	Safe use of removable media that includes disabling autorun
	1. Identify the risks associated with the use of removable media (data, system or computer)

2. Understand how to safely use removable media

3. Know how to disable the autorun on their computers

	Backup data regularly and securely
	1. Understand the importance of backing up their data regularly and securely

2. Identify security risks associated with the use of cloud services for backup

	Securing web browsers
	1. Take basic steps to secure their web browsers

2. Know what resources are available for them on campus to secure web browser

3. Identity the difference between a secure web page and unsecure web page

	Social Networking
	1. Identify the risks associated with the use of social networking sites

2. Recognize what safety measures to take, to secure their data on social networking sites

	Security Alerts
	1. Understand the importance of subscribing to security alerts

2. Know how to subscribe to a security alert through computer services website

	Wireless and wired network
	1. Understand the risks associated with the use of a wireless network

2. Recognize the inappropriate behavior on a wireless network

3. Take basic steps to protect themselves on a wireless network

4. Explain how to disable wireless adapter when not in use

	Mobile Devices that includes Mobile Device Security and Usage Guidelines
	1. Understand the security risks associated with the use of mobile devices, especially smart phones

2. Identify basic steps to protect themselves when using mobile devices 


Tools

VPN Learning Objectives

1. Determine when you need to use a virtual private network. [1]
2. Access a restricted service using a virtual private network. [1]
Bandwidth Learning Objectives

Introduction

1. Define bandwidth. [1]
a. Maximum amount of data that can travel a communications path in a given time.
b. Determines how much data can be exchanged at once.
2. Explain the purpose of the network bandwidth guidelines. [1]
a. Ensure that all users are able to obtain their fair share of the wired and wireless networks.
b. Demand for inbound and outbound bandwidth exceeds the quantity purchased by the university.
3. Distinguish between the types of network traffic, including: [2]
a. Inbound and outbound traffic
i. Inbound: data received by your computer from another computer
ii. Outbound: data sent from your computer to another computer
b. Commodity link traffic
c. Internet 2 traffic
Guidelines

1. Define the network bandwidth guidelines. [2]
a. 2 GBs inbound and outbound per day
2. Identify activities that often violate the guidelines. [1]
a. Common examples include:
i. Web servers
ii. Peer-to-peer file sharing
iii. Multiplayer gaming and game servers
iv. Worm or viral infections
v. Compromised systems running FTP, IRC, etc.
vi. Malicious spyware programs
vii. Bit torrent
b. Describe measures that you can take to reduce your impact on the network. [1]
i. FTP servers and peer-to-peer file sharing applications:
1. Limit the number of simultaneous connections.
2. Disable or uninstall sharing features.
3. Specify the amount of bandwidth an application can use.
ii. Check the size of a file before you download.
iii. Protect your machine from vulnerabilities to malicious attacks by installing patches and upgrades.
iv. Download from trusted sources.
3. Identify the process for requesting additional bandwidth, including: [2]
a. Determining if your request is a legitimate need.
i. Exemptions granted when the request supports the research and educational goals of the university.
b. Completing the Bandwidth Exemption Request form.
4. Contacting the Help Center for issues related to wireless.
a. Help Center will walk students through the process and ask guiding questions over the phone.
b. Email inquiries should include:
i. Room number/location where they are having coverage issues
ii. MAC address/IP address
Management Tools

1. Monitor your network bandwidth usage. [2]
a. Login to tool and make meaningful use of the data.
Enforcement Process

1. Describe the notification and suspension process for violations of the network bandwidth guidelines. [2]
a. Initial notification if 5-day average exceeds 2 GBs.  
b. Subsequent notification if daily usage exceeds 2 GBs.
c. Network access suspended for 45 days.
2. Identify the consequences of failing to respond to a notification. [1]
a. Suspended from the network.
b. In the case of worms and viral infections….
3. Determine how you violated the bandwidth guidelines. [1]
a. Asking questions to see if student downloaded music and left client on.
b. If no other behaviors were at play, students should contact the Help Center to work through the steps of securing their machine.
Clusters Learning Objectives

File Storage & Sharing

1. Select an appropriate file storage space
.

a. Includes AFS, MyFiles and Temp folder

 on Cluster machine.

2. Save and open files from Carnegie Mellon’s file storage spaces.

a. Using Fetch/SFTP, MyAFS shortcut or MyFiles to save and open files from one’s own file storage spaces.

3. Share files with other Carnegie Mellon users.

a. Using Fetch/SFTP to save and open files in other users’ AFS space.

4. Control access for your shared files. 

a. Using Terminal/SSH Secure Shell and UNIX commands via Andrew Linux. 

5. Demonstrate basic file management principles.

File Management

1. Demonstrate basic file management practices, including:

a. Define the purpose of a quota.

b. Describe basic strategies for managing quotas.

i. Compress files
.

c. Construct a path name for a file or directory within a directory tree structure.

d. Select a proper file name according to the naming conventions.
File Storage & Sharing Options

1. Identify the features that you should consider when selecting a file storage and sharing space.

2. Select an appropriate file storage option in a given scenario.

MyFiles

1. Manage your MyFiles quota.

2. Save and open files in the MyFiles storage space on a Cluster computer.

Andrew File System

AFS File Management

1. Manage your AFS quota.

2. Represent the AFS file system as a directory tree structure.

3. Construct a path name for a file or directory within AFS.

4. Identify the tools you can use to access AFS and determine when to use each.

MyAFS

1. Save and open files using the MyAFS shortcut on a Computing Services’ Cluster computer
.
2. Identify the difference between saving files on your local computer and AFS. 
File Transfer Protocol (FTP)

1. Connect to AFS using FTP and save, open and share
 files.

2. Add, rename and delete files and directories

3. Construct a path name to navigate AFS with FTP.

Andrew Linux

1. Connect to Andrew Linux using SSH.

2. Determine when you need to use a relative or absolute path to access a file or directory.

3. Use UNIX commands to navigate among your AFS directories. 

4.  Explain how a file’s UNIX path name relates to the directory tree structure of AFS.

Access Control Lists

1. Explain how an Access Control List controls access to your directories
.

2. Determine what access rights to assign in a given situation.

3. View the Access Control Lists for your AFS directories.

4. Demonstrate how to assign, modify and remove access rights for your AFS directories.

a. MSW> Web Publishing Permissions 

Cluster Resources

1. Identify the resources provided by Cluster Services
.

2. Select an appropriate Cluster resource in a given scenario.

a. Is the necessary software available?

b. Are the necessary resources available (scanner, electronic and non-electronic white boards, microphones, projection, speakers, scanners)?

c. Is the Cluster resource in use?

i. View the Clusters reservation schedule.

ii. Request equipment through the CFA lending program.

iii. Reserve the sound editing room.

iv. MSW > Reserving a Cluster

v. MSW > Requesting Software

d. Do I have access to resource?

i. Public vs. restricted Clusters

ii. CFA lending application

e. Is the resource suited for the nature of my work?

i. Lecture vs. collaborative Clusters

f. Is the resource conveniently located?

3. Identify the process for getting help and reporting problems.

a. Define the information that needs to be included in a problem report.

b. Determine the various help resources 
available and how/when to use them.

Andrew Printing

1. Print to an Andrew print queue from your own computer.

2. Determine the appropriate print queue for a particular print job by
:

a. Viewing the status of a printer

b. Identify the features available on printers in the queue, including:

i. Paper size

ii. Color or black and white

iii. Expiration time

3. Monitor and manage your print quota by:

a. Viewing your quota consumption via the Web Portal

Enrollment Services (SIO) Learning Objectives

At the end of the module, the student will be able to:

1. Run a verification of enrollment
2. Update their contact/address information
3. Build a schedule for planning and sharing purposes
4. Use course information online (in service of above?)
5. Edit billing information
6. Update information on ethnicity
7. Check account balance, including financial aid
8. Use FCE system to view existing course evals and submit their own (note: students sometimes have a problem with certificate for this web resource)
9. Run an academic audit
10. Reserve space through space quest
11. Search schedule information via “Schedule of Classes”
Blackboard Learning Objectives

Introduction

1. Brief description of Blackboard and its purpose – course management tool…

2. Usage statistics

a. How many undergraduate courses?

Course Tools

1. Submit files to your instructor using the Digital Dropbox. [1]

a. Select an appropriate file name according to the naming conventions.

2. Submit files to your instructor using the Assignment tool. [1]

3. View your grades. [1]

Communication Tools

1. Collaborate with your classmates by: [2]

a. Viewing and posting messages to the Discussion Board.

b. Participating in chat sessions.

c. Sending email.

Course Management

1. Use strategies to manage your Blackboard courses and troubleshoot problems by: [2]
a. Identifying the problem.
b. Employ troubleshooting skills to determine possible solutions.
c. Define the appropriate process for getting help.
2. Identify the risks associated with using a CMU Name as it relates to your Blackboard courses.
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Include external options (i.e. Jump drive, CD/DVD) for files that are too large to save to AFS or MyFiles.  
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If we introduce Temp folder as an option, should we exclude external options?
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Should we include the Temp folder as another option available on a Cluster machine? Or only treat it as a step in the file compression process? Are files in the Temp folder deleted at logoff?
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Include general information about file compression here. Create an activity in MyFiles or MyAFS modules to demonstrate saving the file to the Temp folder on a Cluster machine while working, then compressing file and transferring to AFS.
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If a student can successfully save and open a file, then they will have achieved the outcomes of accessing AFS from a Cluster machine and locating the shortcut.
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In FTP, sharing files refers to transferring files to and from another user’s AFS space. 
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Include notation that ACL does not control access to individual files, but rather for the directory in which the file resides.


�


April Rupp � DATE \@ "M/d/yy h:mm AM/PM" �3/2/10 12:30 PM�


Includes Computer Clusters, web stations, CFA lending, Andrew printing and academic software.
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Students can reserve Clusters for community service events.
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Requested software must support academic classes and coursework.
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CCons, Help Center, CFA and Wean staff
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Activities should cover Andrew Central and the University Center specifically.
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Note that overages will be charged to PlaidCa$h.









